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Introducing HOOP Lake - a Data Centric
Approach to Cyber Security Operations -
Powered by AWS

enrich

At HOOP Cyber we believe that Cyber Security is fundamentally a
Data Problem. The HOOP Lake approach Is set to change the way
Security teams identify and combat emerging threats, enabling the
broader retention of data for longer - optimised for search and
addresses the challenge of how to detect threats across all your data
in whatever format of wherever it may be stored.

HOOP Lake is a modern SOC/SIEM approach that empowers Security
teams to accelerate adoption of Amazon Security Lake - there are 5 S'I' ream
key building blocks that form the approach:

HOOP Enrich

Enrich your data flows - our orchestrator allows you to order and

manipulate your ingest data sources based on your unigue data set

requirements. For example, your search actions may require

additional fields to be captured, and our orchestrator will S-'-o re
automatically add this to the streaming function, or you may want

data enriched to a new regulatory standard, so we simply add

additional components to the stream. Alternatively, you may want to

enrich data prior to normalisation, or normalise before archiving. The

HOOP Orchestrator uses modular blocks which allows streams to be

manipulated without the need to re-write your streaming code.

HOOP St
" search

Simply bring your own data - our data processor logic automatically

receives log information from your data sources, and transforms this

data into your target format, optimised and enriched for store, search

and compliance. We focus on the OCSF and OSSEM standards, but

also support others such as CIM. The purpose of our streamer is that

it provides extremely high throughput and manipulation of data,

based on how that log source needs to be treated. For example, we

can enrich the stream with regulatory or threat intelligence data, we CO m p Iy
can truncate keywords and we can consolidate duplicate records

with unique timestamps.
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